kasperslky

FEEE
g {o] {38 BB 15 2 P B 25
K ilmiR R PG E
DeadBolt #1FE#EE




kaspersky

® @ B = L B

Y m #

e @

#¥rERRa R R E TR AE BRI KRS DeadBolt B RERESE 4
~EHREMRBEEMRRK 2022/1/29 - siEo A AITHRER - B2 - L EEREMN
R HEPETERBIERRETE - MO FEHE EDR NEmEITE Ml loC WEMRE
NESEEBHEEBRER -

KIS ~ KESL ~ KES oM AIZIpAHRBE L B 2B T .
HEUR:Trojan-Ransom.Linux.Agent.r

IR SRS | ZBHE R

HEUR:Trojan-Ransom.Linux.Agent.r

S A1#948R8 Indicators of compromise (IOC) &z :

MD5: 718AE69788DC752A8DB46B0OE43E42F13
SHA1:338C16A49899EE08B5284B9BB3B2B14D6ESBDFE3
SHA256:444E537F86CBEEEASA4FCF94C485CCOD286DEOCCDI91718362CECF415
BF362BCF

FEHEBERMNESR 2022/1/29 BloHRAIRI BRI R Z &

Threat Lookup

Lookup Dark wel Sur web OSINT loCs Reporting Actors Digital Footprint

Statistics

Detection Statistics
1 s 16 |

Detection names
B HEUR Trjan-R

File signatures and certificates

FESE WM EERIPEEERS B B K RmiE A ARG DeadBolt $1ZRERES | page 2 0f 11



kaspersky

#1% QNAP « ASUSTOR EZ 9B E= DeadBolt IR BENWE - ZEomEABZH
HZR NAS mhEETHRERNE - MNRABEMR NAS EmBEWNEE IR
1. BEEA NAS NI AR BBV ELR -
TEERMETT NAS IENEE KR ERAR AR AR EEHFT -
E AT ¥ NAS EmETERNEMED -
NAS HEEMUENE - BEAFRAERNERENER @ BEARERNE
1218 %040 : SSH ~ SFTP - Telnet..55 -
ASUSTOR Fs#8 DEADBOLT Ransomware B 75 &%
ONAP 27 NAS Z2= M B HEE

> W

FESE WM EERIPEE &R B B K RmiE A AR DeadBolt $1ZRERES | page 3 of 11


https://www.asustor.com/zh-tw/knowledge/detail/?id=6&group_id=628
https://www.qnap.com/zh-tw/how-to/faq/article/%E6%8F%90%E5%8D%87-nas-%E5%AE%89%E5%85%A8%E6%80%A7%E7%9A%84%E6%9C%80%E4%BD%B3%E5%81%9A%E6%B3%95%E7%82%BA%E4%BD%95

kaspersky

BEMf @A A FEHELZ EmREESEREZ RN HNERETS I - FHERAEREN

)=

1

2.

BRI :
HMEIEINEENERR(BESBERAARE - 7860 - TEARHERIEE

S|ZI8E) -

KSN THREMZARIA -

Hit N SAERTNBERFBR A ACEIEEIR - o EANRIEA MR BRI R RER -

1

2
3
4.
5

w % N o

FEMERGRENERRMABE ZHEBERENBTEHE) -
BERMENELARMABRBINBSENFRAGERFINEZEE) -
25X - MBEREHHELERMA -

FERZ A BRHRM /A F(BRFER) -

HEMS IHEERK  FEEABBURERHFEN  cHeBREREN
FEFIA - Rt R ERRER SMB Bl R E KsEIRFEY Internet SNE IR
2 fit RDP BR#RIEH -

EREZERBTZREN S -
NENRIEWREBZEMS - UREMEZREAO -
DS EHER - BRERBE -
EHRSFEENENREBEET -

10. Z7REEET IRV ELS - BRI B =R AR I 5L -

BEROURMPEBERA SO ERBENZIIRERE  FiEE
techsupport@kaspersky.com.tw 3¢ https://opentip.kaspersky.com/ #EHEER -

FESE WM EERIPEE &R B K RmiE A AR DeadBolt $1ZRERES | page 4 of 11


mailto:techsupport@kaspersky.com.tw
https://opentip.kaspersky.com/

kaspersky

T BHERmMRENSEEMN
~EETE IR & (Kaspersky Endpoint Security for Windows)
OB MBI ERE - RAEBRNRERERE
BR P51 - REHERMMERREMR F ZERELEHE - REBESAKRA - FAE
Z-83:
(1) S3R6F) AR E(Exploit Prevention) :
ZEHNEBERERN A HERIERAEE -

I¢ Kaspersky Endpoint Security

3 P 0 2% 1y 5

ST AR
EEMSRIEE @ BRBS

TAER
@ BRES

HE @ EBRARHBR
BREE

BR5IE
@ BREE

@ FEMERERE
BRES

FESE WM EERIPEE RS B B K RmiE A A5 DeadBolt $1ZRERES | page 5 0f 11



kaspersky

l¢ Kaspersky Endpoint Security

< mEFIRPERE

SSREFIFRRHE S 0
TR AR EE,
BEEEL
{581 | 55 25 055
o) HaEfE
gk

© BRZAEERFLIEEME

(2) 1751581(Behavior-based) :

ERAHZREBRE/ALEBER - ZEHPE -

‘ ¢ Kaspersky Endpoint Security

< BRE
SSHMARR
e @ TAER
RRES
& @ TRARBR
RRES
@ BE5IE
BRES
@ FERERZHE
RRES
o O \

FESE WM EERIPEE &R B B K RmiE A ARG DeadBolt $1ZRERES | page 6 of 11



kaspersky

l¢ Kaspersky Endpoint Security

<  TRI1EAIRRE

TRt =@
FRAMRBERER T AT ENRE, TN RENHRREEERAE,
= pmEs

EREE SR
DRI ES
FIEERE
|
HAERIRE I NZAFEE
© BAHASRIRE M= E
EAEEAER RN ER:
) HEBEFER: 60 | 4 (i1 343800)

EH

(3) EHARBHEHIPS) :
& KSN ROEZEERE - ol ERAMMNREF BB IRE I STIRRVENF - BRIEM R
mNEE -

I¢ Kaspersky Endpoint Security

< MmE

B EPRRREPE

SHNABR
BREE

ThEA
BERES

TRARHR
BRES

BE512
RS

+FEHRERZHE
FREEE

QOO O | ®

FESE WM EERIPEE &R B B K RmiE A ARG DeadBolt $1ZRERES | page 7 of 11



kaspersky

(4) BE5IZE .
EREERRTRE - JURREZEZREESITRAINME

I¢ Kaspersky Endpoint Security

B PSR PhE
= C) BRI EBR
, - EEET=

EBANHEES

BEREE © (EECE
EREIS

B o) THARGHR
= ERES
' C) BEsE
EEES

@ EEHERZ@E

BRES

FESE WM EERIPEE &R B B K RmiE A AR DeadBolt $1ZRERES | page 8 of 11



kaspersky

~EETE IR 25 (Kaspersky Endpomt Security for Linux) - A/ BEERE - KEE
B2 - LUNEETE KSC TESETRERIF - BN KSC Linux B PRY KSN #
TREIEFRL -

B % : Kaspersky Endpoint Security 11.2.0 for Linux m] b4
53 Kaspersky Security Network

_an
i Kaspersky Security Network
EHREE
. . Kaspersky Security Network (KSN) is a doud services infrastructure providing access to the Kaspersky
Essential Threat Protection online knowledge base, which has information about the reputation of files, web resources, and

Advanced Threat Protection software.

Kaspersky Security Network
- Instant response to various threats
Application Control - High performance of protection components

- Decreased false positives rate
Anti-Cryptor

System Integrity Monitoring Text of the Kaspersky Security Network Statement

Device Control
Global KSN

Behavior Detection
Local Tasks You are using Kaspersky Security Network with statistics
General Settings
B R IERE
EEEE

a5 s KSC Linux BUER PRIASEE MM o 2% - I H SHEASH Fie{RZINEER

BY e
B 9% : Kaspersky Endpoint Security 11.2.0 for Linux m} x
=54 Network Threat Protection

—i
E=HEE
Essential Threat Protection

Metwork Threat Protection & Block editing ~

Enable Metwork Threat Protection

File Threat Protection

Protection settings & Block editing v
Exclusion scopes

Block attacking devices
Firewall Management

Block the attacking host for (min): 60 =
Web Threat Protection “ {mir) |:
Network Threat Protection I

Ex i & Block editing ~

Advanced Threat Protection

Local Tasks Mo exdusions defined Configure
General Settings

BERTRTESR

fES

FESE WM EERIPEE &R B K RmIE A ARG DeadBolt $1ZRERES | page 9 of 11



kaspersky

a5 Wi KSC Linux BURRITT RERIER oA 2)%E - W H HEE FiRRZINEERHR

BY o
B E : Kaspersky Endpaint Security 11.2.0 for Linux m] b4
=i Behavior Detection

—
EHEHE
Essential Threat Protection

Behavior Detection & Block editing e
Enable Behavior Detection

This component receives information about application activity in the operating system and searches
Advanced Threat Protection for threats that may be missing from application databases.

Kaspersky Security Network
Application Control
Anti-Cryptor
System Integrity Monitoring
Device Control
Behavior Detection

Local Tasks

General Settings

IR

W R

7T 1 L#INBETE KES 10 MARAENA " 4t 8a1% o TNREiRHAHRARAE R - 1B7E KES
11 RELEEMERRERALEEEE I HERRERER -

Kaspersky | |
Online Help kaspersky

Kaspersky =ien &) w2
Endpoint Security for Windows G- Oxm

3 AT R AR AR IR SRR -

4 FE R
§8¢ Kaspersky Endpoint Security for
Windows o PR TR
#TEl N
- SIRRERE o
- BlREA -

o o EE RSN EAURAE

+ CHEEDTE AT S DA A -
< < CEHEE T TENS AR TERENE >
+ Web BT AT E RS A Web HIEETE -

© CUEREINERDNE LA C S S A ERE B E o

< TREESE THTAKLTRA | TAMN - BE51% - SRR
- EAESVERIE THEESa R ERARNE -

 CERTESCRIE R A TS A TE TR

S EEPETRES | A RO RS R BNE SR UL D) RAM RIRRTRZE A o

P I T T I i

&SRB

+E A BN fa (=R PR 45 3 P& L B KR A ARG 7% DeadBolt $1ZRERES | page 10 of 11



kaspersky

— X
Kaspersky KSN {55
Endpoint Security 10 alzs SOEz
for Windows

BIE

BUT RaREtE

B SR @

B BSS ERIETAHEIRE EIEE)
FifEpTE e R ES
SEERE
U e
B IS

EERETERR R

T B (8ss)
&) LI (R R S -

£ R T

5 2 HHEAHI I TE Demo ¥
FEIE#HZREEE : https://www.youtube.com/watch?v=gmKa2_elTlY
THELER : https://www.youtube.com/watch?v=izTB9meabU4
EEEEETHRER : https://www.youtube.com/watch?v=41VpndBIOLk
EAh PSR
https://www.youtube.com/results?search_query=kaspersky+tech+dive+
T RIEERER
https://www.kaspersky.com/enterprise-security/wiki-section/home

+ B A B4 fa] (R PR 42 3 & 1 B K i iR Kl F B 3 DeadBolt $13RERES | page 11 of 11


https://www.youtube.com/watch?v=qmKa2_eITIY
https://www.youtube.com/watch?v=izTB9mea6U4
https://www.youtube.com/watch?v=41VpndBIOLk
https://www.youtube.com/results?search_query=kaspersky+tech+dive+
https://www.kaspersky.com/enterprise-security/wiki-section/home

